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Overview of Indigenous 
Peoples’ Data Sovereignty



Brief Definition of Indigenous Peoples



Examples of Indigenous Peoples



What are Indigenous Data? 
Data, information and knowledge, in any format, that impacts Indigenous 
Peoples, nations, and communities at the collective and individual levels:

Data about Us as 
Individuals

Administrative, legal, 
health, social, 
commercial, 

corporate, services, 
etc.

Data about our 
Resources and 
Environments
Land,  water, 

geology, titles, air, 
soil, sacred sites, 
territories, plants, 

animals, etc.

Data about Us as 
Collectives – Nations 

and Peoples
Traditional and 

cultural information, 
archives, oral 

histories, literature, 
ancestral and clan 
knowledge, stories, 

belongings, etc. 

Informed by British Columbia First Nations Data Governance Institute  - BCFNDGI.COM and Stephanie Carroll



Indigenous Data Sovereignty
The right of Indigenous Peoples and nations to govern the 
collection, ownership, and application of their own data.

1. Derives from inherent rights to govern their peoples, lands, 
and resources.

2. Genesis in traditions, roles, and responsibilities for the use of 
community held information. 

4. Knowledge belongs to the collective and is  fundamental to 
who we are as peoples.

For more information see the US Indigenous Data Sovereignty web site usindigenousdata.org.
See also, Kukutai T & Taylor J. (Eds). (2016). Indigenous Data Sovereignty. Canberra: Australian National University Press.

3. Positioned within a human rights framework and court cases, 
treaties, and/or recognition.





Identifying Indigenous 
Collections

• Indigenous collections and data can 
be hard to find 

• Can be buried in a larger collection

• Can be mislabeled, not properly 
attributed, not searchable, not 
findable

• Can range from ethnographic 
material to biological materials, 
buried in science papers and 
databases

• Includes data produced from studies 
on belongings and ancestors

• Indigenous collections are not FAIR



Every Indigenous 
community has 

enormous collections 
of tangible and 

intangible cultural 
material, held in 

archives, museums, 
libraries and online 

databases.  

Significant information 
about these 

collections, including 
individual and 

community names 
and proper 
provenance 

information, is 
missing. 

Indigenous peoples 
and communities are 
largely not the legal 

rights holders. 

Issues of 
responsibility, 

ownership, as well as 
the incomplete and 

significant mistakes in 
the metadata, 

continue into the 
digital lives of this 

material.

There are more 
researchers working 
and collecting data 
and samples from 

Indigenous 
communities and on 

Indigenous lands  
than ever before. 











PROVENANCE TRANSPARENCY INTEGRITY 



Data Breach for 
American Indian Tribes



US Treasury Data Breach for American 
Indian Tribes
•

•
•
•

•

•

•



US Treasury Data Breach for American 
Indian Tribes

•

•

•

•



US Treasury Data Breach for American 
Indian Tribes
•

•

•

•

•



Sources:

•

•

•

https://hpaied.org/
https://www.indianz.com/News/2020/04/20/broken-promises-tribes-decry-leak-of-pri.asp
https://www.indianz.com/News/2020/04/20/broken-promises-tribes-decry-leak-of-pri.asp


https://www.sftichallenge.govt.nz/








FAIR data



The importance of data

http://aukeherrema.nl CC-BY

http://aukeherrema.nl/


Data policies



Making data FAIR



Findable

F1. (Meta)data are assigned a globally unique and persistent identifier

F2. Data are described with rich metadata (defined by R1 below)

F3. Metadata clearly and explicitly include the identifier of the data they describe

F4. (Meta)data are registered or indexed in a searchable resource

https://www.go-fair.org/fair-principles/fair-data-principles-explained/f1-meta-data-assigned-globally-unique-persistent-identifiers/
https://www.go-fair.org/fair-principles/fair-data-principles-explained/f2-data-described-rich-metadata/
https://www.go-fair.org/fair-principles/f3-metadata-clearly-explicitly-include-identifier-data-describe/
https://www.go-fair.org/fair-principles/f4-metadata-registered-indexed-searchable-resource/


Accessible

A1. (Meta)data are retrievable by their identifier using a standardised communications protocol

A1.1 The protocol is open, free, and universally implementable

A1.2 The protocol allows for an authentication and authorisation procedure, where necessary

A2. Metadata are accessible, even when the data are no longer available

https://www.go-fair.org/fair-principles/542-2/
https://www.go-fair.org/fair-principles/a1-1-protocol-open-free-universally-implementable/
https://www.go-fair.org/fair-principles/a1-2-protocol-allows-authentication-authorisation-required/
https://www.go-fair.org/fair-principles/a2-metadata-accessible-even-data-no-longer-available/


Interoperable

I1. (Meta)data use a formal, accessible, shared, and broadly applicable language for knowledge representation.

I2. (Meta)data use vocabularies that follow FAIR principles

I3. (Meta)data include qualified references to other (meta)data

https://www.go-fair.org/fair-principles/i1-metadata-use-formal-accessible-shared-broadly-applicable-language-knowledge-representation/
https://www.go-fair.org/fair-principles/i2-metadata-use-vocabularies-follow-fair-principles/
https://www.go-fair.org/fair-principles/i3-metadata-include-qualified-references-metadata/


Reusable

R1. Meta(data) are richly described with a plurality of accurate and relevant attributes

R1.1. (Meta)data are released with a clear and accessible data usage license

R1.2. (Meta)data are associated with detailed provenance

R1.3. (Meta)data meet domain-relevant community standards

https://www.go-fair.org/fair-principles/r1-metadata-richly-described-plurality-accurate-relevant-attributes/
https://www.go-fair.org/fair-principles/r1-1-metadata-released-clear-accessible-data-usage-license/
https://www.go-fair.org/fair-principles/r1-2-metadata-associated-detailed-provenance/
https://www.go-fair.org/fair-principles/r1-3-metadata-meet-domain-relevant-community-standards/


Introducing the CARE Principles for 
Indigenous Data Governance 



Carroll, Stephanie Russo, ...Maui Hudson “CARE Principles for the 
Governance of Indigenous Data.” Under review at Data Science Journal. 



Research Data Alliance International Indigenous Data Sovereignty Interest Group. (September 2019). 
“CARE Principles for Indigenous Data Governance.” The Global Indigenous Data Alliance. 

GIDA-global.org

Workshop participants
‘Indigenous Data Sovereignty Principles for 

the Governance of Indigenous Data’ 
International Data Week RDA P12 

Gaborone, Botswana, 2018 



Research Data Alliance International Indigenous Data Sovereignty Interest Group. (September 2019). 
“CARE Principles for Indigenous Data Governance.” The Global Indigenous Data Alliance. 

GIDA-global.org

C1. For inclusive development and innovation

C2. For improved governance and citizen engagement 

C3. For equitable outcomes 

Data ecosystems shall be designed and function in ways that enable 
Indigenous Peoples to derive benefit from the data.



Research Data Alliance International Indigenous Data Sovereignty Interest Group. (September 2019). 
“CARE Principles for Indigenous Data Governance.” The Global Indigenous Data Alliance. 

GIDA-global.org

A1. Recognizing rights and interests

A2. Data for governance

A3. Governance of data 

Indigenous Peoples’ rights and interests in Indigenous data must be recognized and their authority 
to control such data respected. Indigenous data governance enables Indigenous Peoples and 
governing bodies to determine how Indigenous Peoples, as well as Indigenous lands, territories, 
resources, knowledges, and geographical indicators are represented by and identified within data.



Research Data Alliance International Indigenous Data Sovereignty Interest Group. (September 2019). 
“CARE Principles for Indigenous Data Governance.” The Global Indigenous Data Alliance. 

GIDA-global.org

R1. For positive relationships

R2. For expanding capability and capacity

R3. For Indigenous languages and worldviews 

 

 

Those working with Indigenous data have a responsibility to share how that data are used to 
support Indigenous Peoples’ self-determination and collective benefit. Accountability requires 
meaningful and openly available evidence of these efforts and the benefits accruing to 
Indigenous Peoples. 



Research Data Alliance International Indigenous Data Sovereignty Interest Group. (September 2019). 
“CARE Principles for Indigenous Data Governance.” The Global Indigenous Data Alliance. 

GIDA-global.org

E1. For minimizing harm and maximizing benefit 

E2. For justice 

E3. For future use 

Indigenous Peoples’ rights and wellbeing should be the primary concern at 
all stages of the data life cycle and across the data ecosystem.



CARE 
Full Implementation Process

      Principles       Policy      Practice



C A R E
Collective

Benefit
Authority to

Control
Responsibility Ethics

IND DATA GOVERNANCE

NOTICES

LABELS

DATA ACCESS PROTOCOLS
TRIBAL CODES

TRIBAL IRB’S

TRIBAL GUIDELINES

INSTITUTIONAL GUIDELINES



Examples: Indigenous components 
within mainstream mechanisms (NZ)

•
•

•
•

•

•

https://neac.health.govt.nz/publications-and-resources/neac-publications/national-ethical-standards-health-and-disability
https://neac.health.govt.nz/publications-and-resources/neac-publications/national-ethical-standards-health-and-disability
https://www.data.govt.nz/use-data/data-ethics/nga-tikanga-paihere/
https://www.aucklandregionaltissuebank.ac.nz/scientific-advisory-board/
https://www.aucklandregionaltissuebank.ac.nz/scientific-advisory-board/




•

ā
•

•

•

Hudson, M., Anderson, T., Dewes, T.K., Temara, P., Whaanga, H., Roa, T. (2018). He Matapihi ki te Mana Raraunga: Conceptualising Big Data 
through a Maori lens. In H. Whaanga, T. T. Keegan, T. T., & M. Apperley (Eds.) (2018), He Whare Hangarau Māori - Language, culture & 
technology [Ebook] (pp. 62-71). Hamilton: Te Pua Wānanga ki te Ao, Te Whare Wānanga o Waikato.



Concept Characteristic Assessment Question

Tapu Level of sensitivity “How sensitive is the data?”
Noa Level of accessibility “How accessible should this data be?”
Tika Level of value “How does the use of this data add value to the 

community?”
Pono Level of trust “Will the community support this use of the data?”

Mauri Level of originality “How unique is the data?”  
Wairua Nature of the 

application
“Is the data being used in the same spirit as its 
original purpose?”

Whakapapa Level of relationship “Does the user have an existing relationship with 
the data?”

Pukenga Level of expertise “Does the user have the expertise and experience 
to use data in a culturally appropriate manner?”

Kaitiaki Level of authority “Will the data be protected from inappropriate 
use?”

Wananga Level of 
responsibility

“Does the institution have the necessary 
infrastructure to ensure the use of the data in a 
culturally appropriate and ethical manner?”



Safe people Pūkenga Whakapapa
Researchers can be trusted to use data 
appropriately 

Researchers have experience 
researching Te Ao Māori topics

Researchers have existing relationships with 
the communities the data comes from 

Safe Projects Pono Tika
The project has a statistical purpose and is in 
the public interest

Level of accountability to 
community of research is explained 

Use of data will add value to Māori and 
improve outcomes for Māori and NZ 

Safe Settings Kaitiaki Wānanga
Ensuring the data is secure and preventing 
unauthorised access to the data

Decision-makers of the project are 
identified and Māori are involved in 
decision-making

Institutions have established systems, 
policies and procedures to ensure data is used 
in culturally appropriate and ethical ways 

Safe Data Wairua Mauri
Personal information is not identified Māori community objectives align 

with project research objectives 
Level of transformation of the data from its 
original collection purpose is explained 

Safe Output Noa Tapu
Stats NZ results do not contain identifying 
results.  Outputs must be confidentialised.

Accessibility of data and awareness 
of the impact on Māori 

Sensitivities in the use of data are identified 
including privacy issues for individuals and 
communities 

Tikanga Paihere framework
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rock
DNA
song
story

ice core
algorithm
painting
antibody

textile 
book

precedent
catalyst
butterfly

WHAT
WHY and HOW should we care about the WHAT ?  

WHO
Who collected it?

● What was their motivation?
● What methods did they 

use?

Who created it?
● What do they have to say 

about acknowledgment and 
access?

HOW
How should it be accessed?

● What are community ethics?
● What are privacy, cultural rights of 

individuals?
● What are the privacy, cultural rights 

of collectives?

How should it be curated?
● How do we determine metadata and 

preservation?
● How do we acknowledge collectors, 

creators, and curators?

FRAMEWORKS       CARE FAIR CARE

TOOLS   ORCID, ROR, RAiD, TK and BC Notices DOI TK and BC Labels

https://www.gida-global.org/care
https://www.nature.com/articles/sdata201618
https://www.gida-global.org/care
https://orcid.org
https://ror.org
https://www.raid.org.au
https://localcontexts.org/tk-labels/
https://www.enrich-hub.org/bc-labels
https://www.doi.org
https://localcontexts.org/tk-labels/
https://www.enrich-hub.org/bc-labels





